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Abstract 

In the rapidly growing and increasingly complex Internet of Things (IoT) ecosystem, securing communication and data exchanges between 
devices is a major concern. To address this, we proposed QS-Trust, a trust-based security model considering both Quality of Service (QoS) and 
social parameters. QS-Trust uses a trust value to determine the trust level between devices and employs a QoS-aware trust-based algorithm to 
improve the security of data transmissions. Additionally, the model incorporates intelligence parameters such as computing power, memory 
capacity, device behavior and context information to enhance the accuracy of trust evaluation. Our simulation results demonstrated that QS-
Trust effectively improved the security of the IoT ecosystem while maintaining the high level of QoS. The execution time of QS-Trust was in 
the range of 21 to 128 milliseconds, which is efficient for real-time IoT applications. QS-Trust offers a promising solution for securing the IoT 
ecosystem. The QS-Trust model effectively addresses the challenges of maintaining accurate and up-to-date trust levels in dynamic IoT 
environments through its decentralized approach, multi-factor evaluations, and adaptive algorithms. By continuously monitoring device 
performance and interactions and dynamically adjusting trust scores, QS-Trust ensures that the IoT network remains secure and reliable. 
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1. Introduction  

Standard security protocols designed for information 

technology cannot be straightforwardly utilized for Internet of 

Things (IoT) systems. This divergence stems from the fact that 

IoT entities exhibit dynamic behaviors distinct from 

conventional computer networks. Elements within IoT systems 

possess attributes marked by dynamism, involving frequent 

associations and disassociations, alongside constraints on 

resources such as battery power, processing capabilities, and 

memory [1]. Furthermore, the connectivity of communication 

networks within IoT ecosystems often exhibits volatility due to 

the intermittent availability of communication links. The 

distinct characteristics of IoT and its associated security 

challenges, as a consequence, diverge from those encountered 

in typical computer networks. A notable vulnerability faced by 

IoT pertains to privacy breaches [2]. To mitigate this, it 

becomes imperative to impose restrictions on data and user 

access, ensuring that interactions among IoT entities remain 

confined to trusted counterparts.  

Trust-based security is a type of security model based upon 

the principles of trust and reputation. In a trust-based security 

system, entities are given a certain level of trust or reputation 

based on their capability, previous actions and interactions with 

other entities in the system [3]. In a trust-based security model, 

trust is established through a variety of means, such as identity 

verification [4,5], relationship verification  [6], and  reputation 

verification  [7,8].  

There are several shortcomings identified in current trust 

and security solutions. Conventional trust evaluation schemes 

are dependent upon fixed, predetermined thresholds, rules, and 

static models, which might be inappropriate for dynamic and 

heterogeneous IoT environments [9,10]. In dynamic IoT 

environment where devices frequently join and leave the 

network [2,11,12], maintaining accurate and up-to-dated trust 

level can be challenging. Trust models must quickly adapt to 

the changes to remain effective. Our QS-Trust model solves 

this problem by maintaining the trust value of each IoT devices 

based on interaction history between devices.   

Traditional models often rely on binary or coarse-grained 

trust metrics, which can be insufficient for accurate trust 

evaluation [13]. This approach can be insufficient for accurate 

trust evaluation in IoT environments. Typically, these models 
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classify interactions simplistically, either as trustworthy or as 

untrustworthy without considering the nuanced behavior and 

varying degrees of reliability exhibited by devices and users. 

As IoT ecosystems grow and diversify, the need for more 

granular and detailed trust metrics becomes evident. The 

detailed Quality of Service (QoS) metrics and sophisticated 

algorithms, like those used in our QS-Trust, provide a more 

comprehensive and accurate evaluation of trust by accounting 

for a range of factors such as computing power, memory 

capacity, and social interactions, which are critical for ensuring 

robust and secure IoT operations.  

Based on the architecture, trust models can be divided into 

centralized [14,15,16] and decentralized architecture [5], 

[17,18]. Centralized architecture has several disadvantages 

such as single point of failure, scalability issue, and massive 

storage requirement.  Due to the dynamic behaviors of sensor 

nodes and their resources limitation, establishing reliable end-

to-end communication channels especially with external nodes, 

could be either unachievable or prohibitively costly. Therefore, 

in our trust model, we utilized a decentralized approach by 

defining IoT community and IoT ecosystem.    

A security framework founded on trust forms a strategy for 

establishing a secure Internet of Things (IoT) setting. It can 

alternatively be perceived as a technique for gauging the 

trustworthiness of an entity within an IoT framework. The 

levels of assurance are derived from computations, both 

immediate and drawn from past encounters [19,20,21]. The 

outcome of these trust evaluations serves as an endorsement for 

entities deemed reliable.  

The primary objective of this research is to propose a trust 

model as a solution for the current research gap as mentioned 

previously by incorporating both Quality of Service (QoS) and 

social dimensions as parameters in trust value computation. 

The proposed method demonstrated superior speed compared 

to prior research efforts. Additionally, it was proven valuable 

for coordinator selection within an IoT community, offering 

enhanced granularity in election scoring. The experiment also 

demonstrated the algorithm's efficiency in processing time 

across various IoT devices.  

2. Materials and Methods  

In this study, we proposed a model representing a collective 

assembly of IoT devices, forming what we term as an "IoT 

Community". The "IoT Ecosystem" concept was introduced to 

describe a setting in which IoT devices function as a part of an 

IoT system. Fig. 1 shows a common representation of an IoT 

ecosystem. This ecosystem consists of three interconnected IoT 

communities that work together to provide a specific service, 

forming the IoT landscape. 

The main purpose of the security model is to provide a 

secure environment that guarantees the protection of 

operations, interactions, and data transfers within IoT systems, 

defending them against a broad range of potential threats. This 

model is designed to enhance protection against the breaches of 

data privacy as well. 

2.1. IoT Community 

Within the proposed model, a grouping of IoT entities 

represented as nodes constitutes an entity referred to as an "IoT 

community." An IoT community, denoted as "N," is defined in 

the following manner:  

N = {d1, d2, d3, …, dM} (1) 

In this context, the symbol di signifies the identity of a 

generic IoT entity, while M represents the total number of 

entities within a community. Within this framework, we 

defined the network using a graph denoted as G = {N, E}, 

where E ⊆ {N×N} represents the set of edges. Each edge within 

this set signifies a relationship between an IoT node and other 

nodes within the network. 

We defined 𝑆𝑗  as a set of services that can be provided by dj 

object. The consumer of the service is represented by di, which 

requests a particular service 𝑆ℎ. We assumed that the service 

discovery module in the IoT system receives the request of this 

service from di and returns a set of nodes Zh = {dj∈N : Sh ∈ Sj} 

to it that provide the service Sh. 

An IoT community has an ability to connect and interact 

with other communities, thereby forming an IoT ecosystem. In 

this study, the phrase "IoT ecosystem" was used to depict an 

environment where devices in an IoT system or application 

operated. IoT Ecosystem E is defined as follows (Equation 2).  

 
E = {N1, N2, N3, …, Nk} (2) 

 
Fig. 1 illustrates an Internet of Things (IoT) ecosystem, 

which is made up of three separate communities. An IoT 

ecosystem refers to a group of IoT communities that collaborate 

and interact to accomplish a specific objective and deliver 

certain services. 

Each IoT community consists of a set of devices or objects 

that communicate with each other within a specific region or 

system. An IoT coordinator is a specific device or object within 

an IoT community chosen to play the role of managing 

interactions with other communities. This coordinator is 

typically selected from nodes that possess superior computing 

resources, such as processing power, memory, and battery life, 

and that have the highest trust level. A node or object, in this 

context, refers to a tangible device, which could be a smart 

device, sensor, or actuator. 

 
Fig. 1. IoT Ecosystem model  

2.2. Trust parameter 

Trust parameters are metric that help to ascertain the 
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trustworthiness of a device for inclusion in the trust model. The 

trust calculation model utilizes two types of metrics: those 

based on the quality of service (QoS) and those rooted in social 

aspect of the IoT system. 

[21] has defined a trust composition model, which requires 

entities to determine the relevant trust properties for calculating 

trust. This model encompasses both Quality of Service (QoS) 

trust model and Social trust model.  

• QoS model: It refers to the degree of confidence that one 

entity in the IoT has in another entity's ability to properly 

perform its functions. This model evaluates trust by 

considering a number of factors such as competence, 

cooperativeness, reliability, and the capability to complete 

tasks [22]. 

• Social model: It depicts the social connections between 

the owners of IoT entities, and this mapping is used to 

determine the trustworthiness of an IoT entity. To 

calculate trust, these models take into account trust 

properties such as intimacy, honesty, privacy, centrality, 

and connectivity [23,24]. 

QoS provided by an IoT device greatly determines the 

security aspect. A device with a high level of QoS (e.g. 

computing capability, bandwidth and memory capacity) can 

respond quickly when a security threat occurs and can meet the 

algorithm's computing needs quickly. Also, IoT devices can be 

viewed as entities that have social relationships. For instance, 

when a device has a good reputation based on previous 

interaction history, it will have a good reputation; therefore, it 

obtains a high trust value.   

2.2.1. Centrality 

Entities (or nodes) within IoT systems frequently have 

numerous connections to other entities. They also partake in 

interactions, either to request or to offer a service. The 

centrality of an entity offers insights about the community, 

given that the entity has numerous relationships or is involved 

in many transactions. Such entity is considered to have a central 

position within the community [20,25]. As shown in Table 1, 

this parameter is classified and ranged accordingly. The 

centrality is scored to a range from zero to one and computed 

based on the number of entities connected to this particular 

entity.    

Table 1. Trust value based on the number of connections. 

Number of connections Value 

1 < C ≤ 20 0.0 - 0.3 

20 < C ≤ 50 0.3 – 0.5 

50 < C ≤ 100 0.5 – 1.0 

C > 100 1.0 

 

Centrality offers insights into the social network by 

indicating that a node with numerous connections or 

transactions is likely to occupy a central position within the 

network. As noted in [26], it is linked to group efficiency in 

problem-solving, leadership perception, and the personal 

satisfaction of participants. The trust value is normalized into a 

range from 0.0 to 1.0. By normalizing the degree centrality and 

mapping it to specified trust value ranges, we can ascertain the 

trust value of a node in an IoT network. This approach ensures 

that more central nodes, which are likely to be more influential 

and involved in more transactions, are assigned higher trust 

values, reflecting their importance and reliability within the 

network. 

2.2.2. Intelligence 

One metric under the QoS classification is device 

intelligence. The computational abilities of an IoT device are 

largely dependent on the resources available to the device. 

Trust values derived from computational capabilities has a 

static value. This makes sense as IoT objects within an 

application are typically installed based on specific 

specifications, which include their power and resources (such 

as RAM, CPU, and battery). Table 2 presents the classification 

of IoT devices according to their intelligence factor.  

Table 2. Trust score based on computing power.  

Device Class Device Type Score 

Class-1 Desktop, laptop 1.0 

Class-2 Smartphone 0.8 

Class-3 
Smartwatch, smart camera, 

set top box 
0.6 

Class-4 Sensor 0.4 

Class-5 RFID 0.2 

 

Desktops and laptops generally have the highest computing 

power and memory capacity among IoT devices. They can 

handle any complex tasks and large volumes of data efficiently, 

making them highly reliable and trustworthy. Smartphones, 

while slightly less powerful than desktops and laptops, still 

offer significant computing capabilities and memory. They are 

versatile and widely used, making them relatively trustworthy. 

Devices in class-3 category have moderate computing power 

and memory. They are specialized for specific functions and 

generally perform well within their intended scope, but may not 

be as robust as higher-class devices. Sensors typically have 

limited computing power and memory for being designed to 

collect and transmit data rather than process it extensively. 

Their trust value reflects their role as data collectors rather than 

processors. RFID devices have minimal computing power and 

memory. They are primarily used for identification and basic 

data transmission. Their trust value is the lowest due to their 

limited capabilities. 

Table 3. Trust score based on device’s memory size.  

Memory Size Score 

0 < memory < 2 GB 0.2 

2 GB ≤ memory < 4 GB 0.4 

4 GB ≤ memory < 8 GB 0.8 

8 GB ≤ memory < 16 GB 0.9 

Memory > 16 GB 1.0 

Table 3 describes scoring for IoT objects based on the 

memory capacity owned by the objects. The memory capacity 
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of IoT devices is vital, especially when the object acts as a 

coordinator on its IoT community. The larger the memory size, 

the greater the ability of the object to become a community 

coordinator. The coordinator election process will use this 

parameter as input metrics.   

Memory capacity is also a crucial factor in determining the 

trustworthiness of IoT devices. Devices with higher memory 

capacities can handle more data and perform more complex 

operations, thus enhancing their reliability and trustworthiness. 

Devices with memory capacities up to 2 GB are generally 

limited in their data processing capabilities. They are often used 

for basic functions such as simple sensors or RFID tags. Their 

trust value is lower because they cannot handle any complex 

tasks and have limited capacity for secure data handling. 

Devices with more than 16 GB of memory have the highest 

processing power and capacity for secure data handling. They 

are the most reliable and trusted within the network. 

3. Results and Discussion 

This chapter discusses the results of this research including 

the coordinator election process, trust assessment, and the 

simulation results of the proposed trust-based security model. 

3.1. Coordinator election of IoT community 

In an IoT community, a coordinator is elected to manage the 

network and ensure smooth communication between connected 

devices. The selection of a coordinator is based on several 

parameters, including processor capabilities, memory capacity, 

and the number of connected objects. The processor and 

memory determine the coordinator's ability to handle the data 

processing and storage needs of the network. The more powerful 

the processor and larger the memory, the better the coordinator 

to handle the demands of the network. 

The quantity of interconnected objects holds significant 

importance in the selection process of the coordinator. A 

coordinator with a larger number of connected objects is better 

equipped to handle the communication needs of the network. 

Overall, the coordinator with the best combination of processor 

capabilities, memory capacity, and the number of connected 

objects is typically elected to manage the network.  

Each IoT community has a coordinator elected from IoT 

objects of the community's members. Unlike [25] and [27] 

which only considered centrality, our coordinator election 

algorithm was conducted based upon three parameters: device 

class, memory size, and number of connections.  

IoT community coordinator election uses the following 

algorithm:  

Step 1: Initialisation.  

a. Initializing a list of devices in the IoT community that 

are eligible to be coordinators. 

b. Setting object properties including object-Id, device 

class, memory size, and number of connected objects. 

Step 2: Calculation of the election score. 

a. Calculating a score for each device in the list based 

on its processor capabilities, memory capacity, and 

the number of connected objects. 

b. The score for each device is calculated using a 

formula as in Equation (3):  

 𝑆 = 𝛼𝑃 + 𝛽𝑀 + 𝛿𝐶 () 

S is the election Score, and P is the processor 

capability, evaluated based on Table 2. M is memory 

capacity, assessed based on Table 3. C represents the 

number of connected objects. 𝛼, 𝛽, 𝛿 refers to the 

weighting of each factor. Weighting factor 𝛼, 𝛽, 𝛿 

can be determined based on how important each 

parameter is to the context of IoT application 

(system). To keep the value stays between 0 and 1, 

weighting factor α + β + δ = 1. 

c. Sorting the list of devices in descending order based 

on their score.  

Step 3: Post-processing  

a. The device with the highest score is elected as the 

coordinator for the IoT community. 

b. If multiple devices have the same highest score, a 

tiebreaker such as the device that has been a 

coordinator for the least amount of time can be used 

to decide the winner. 

c. Once a coordinator is elected, the devices in the IoT 

community are notified and the coordinator begins to 

manage the network. 

d. Re-calculating the election score when a new object 

with a higher device class joins the community. 

In this coordinator election experiment, we used eight IoT 

objects member of community 'A'. Table 4 presents the object 

properties such as object ID, object class, RAM size and 

number of connected objects.  

Table 4. Election score for community coordinator 

ID 
Class of 

IoT Object 

RAM 

(GB) 

No 

of 

Conn 

Score based 

only on 

computing 

power 

Score based on 

both computing 

power and 

centrality 

A1 Class-1 8 5 0.7 0.775 

A2 Class-2 2 2 0.6 0.630 

A3 Class-3 1 3 0.4 0,445 

A4 Class-3 1 2 0.4 0.430 

A5 Class-1 8 1 0.7 0.715 

A6 Class-3 2 3 0.5 0.545 

A7 Class-2 4 4 0.6 0.660 

A8 Class-2 4 1 0.6 0.630 

Table 4 shows the results of the coordinator election score 

for the community coordinator of IoT community A. It shows 

the comparison of the scores between the two methods. The first 

method was calculated based only on computing power 

(processor and memory) and the second method was calculated 

based on computing power and centrality (number of connected 

objects). The second method could provide benefits, by utilizing 

the centrality of the community coordinator selection process, 

which can be carried out with more detailed score gradations. 

The election method also has some advantages in balancing 

coordination. A node with high computing power but low 

centrality might not be as effective in managing and 

coordinating the network as a node with balanced attributes. The 

combined method ensures that nodes selected as coordinators 
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have both sufficient resources and strategic connectivity. This 

approach has advantages compared to other method proposed in 

[25] (centrality based leader election) and [27] which only 

considered the highest device identity.  

3.2. Trust assessment  

This section discusses both QoS trust assessment and social 

trust, including theirs parameters, formula, and simulation 

results. 

3.2.1. QoS trust assessment 

   The evaluation of QoS trust was based on two key 

elements: intelligence (I) and centrality (C). The calculation 

employed a formula that took into account weighting factors 

alpha and beta to provide opportunity to give different portions 

of contribution as seen in Equation 4. The capability factor 

encompassed both the processing capabilities and memory 

capacity of the device, while the number of connections 

between an IoT object and other objects in the network 

determined the centrality factor. 

 Ti
qos

= αCi + βIi () 

Ci = log(1 + ∑ (𝑛𝑖 , 𝑛𝑗)𝑘
𝑗=1 ) if connection ≤ 100 

 Ci = 1                                   if connection > 100  () 

Ti represents the QoS trust value, Ci is trust value based on 

centrality, while Ii represents the trust value of an IoT object di 

based on its intelligence (computing power and memory 

capacity. The intelligence factor was calculated using Eq. 6. 

The sigma (ni,nj) factor indicated how many number of 

connections between IoT objects.  The logarithmic function 

was chosen so that the granularity of the centrality score could 

cover a large range of values. For nodes that had connections 

with more than 100 other nodes, it was assumed to have a 

maximum score equal to 1. It was understood that nodes with 

high connections (more than 100 links) had almost the same 

capabilities in terms of centrality in their role as nodes in the 

IoT community. 

The intelligence factor I encompassed both the device's 

processing capabilities (p) and memory capacity (m), as seen in 

Equation 6. 

 Ii = (pi + mi) / 2 () 

where Ii is the intelligence factor of device di, while pi 

represents processor specification (as calculated based on Table 

2), and mi represents the memory capacity (calculated based on 

Table 3) of the IoT object. 

In the following experiment, we used an IoT object with 

properties {(object-ID: "A1"), (memory capacity: 8 GB), and 

(device class: "Class-1")}.   

Example calculation.  Consider a smartphone with 4 GB of 

memory and 30 connections: 

• Computing power (pi) score. A smartphone is 

categorized as Class-2 device. The computing power 

score pi = 0.8 

• Memory capacity (mi) score. With 4 GB of memory, 

memory capacity score mi = 0.8 

• The smartphone has 30 connections in the range of (21 

< 30 < 50). Assuming a normalized centrality of 0.31 

within the range of 0.3 to 0.5. 

• Overall, trust score assumes the same weighting factors 

α = 0.5 and β=0.5. Trust score calculated using Equation 

4. = (0.5×0.8) + (0.5×0.31) = 0.4+0.155 = 0.555.  

Fig. 2 to Fig. 7 shows the effects of variation of weighting 

factors α and β (from Equation 4) to the trust value of QoS 

Trust. The orange line shows the trust value based only on 

centrality (number of connections). The blue line shows the 

value of QoS trust, calculated using Equation 4 based on both 

two parameters: intelligence and centrality. 

From the trust assessment, it can be seen that in the IoT 

networks, trust evaluation can be enhanced by incorporating the 

intelligence factor, which combines computing power, memory 

capacity, and centrality. This comprehensive approach 

provides a more accurate measure of a device's capability and 

reliability. 

 

Fig. 2. Trust value as a function of centrality, α = 0.1; β = 0.9 

 

Fig. 3. Trust value as a function of centrality, α = 0.3; β = 0.7 

 

Fig. 4. Trust value as a function of centrality, α = 0.5; β = 0.5 
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Fig. 5. Trust value as a function of centrality, α = 0.7; β = 0.3 

 

Fig. 6. Trust value as a function of centrality, α = 0.9; β = 0.1 

 

Fig. 7. Trust value as a function of centrality, α = 1.0; β = 0.0 

The intelligence factor provides a balanced measure of the 

device's overall capability by considering both computing 

power and memory capacity. This metric is crucial in IoT 

environments where devices need to be assessed not just on 

single parameters but on their combined ability to perform tasks 

efficiently and securely.  

The overall trust score combines the device's computational 

capabilities, memory capacity, and its role in the network to 

provide a comprehensive measure of trustworthiness. Devices 

with higher scores are more reliable and secure, suitable for 

critical tasks within the IoT ecosystem.  

Integrating computing power, memory capacity, and 

centrality into a single trust evaluation framework allows for a 

nuanced and robust assessment of IoT devices. This method 

helps in making informed decisions regarding device 

trustworthiness, enhancing the security and efficiency of IoT 

networks. 

3.2.2. Social trust assessment 

The trust value between IoT objects can be assessed with a 

social approach in the sense that the trust level of an object can 

change dependent upon the interaction feedback between 

objects. Successful interaction will increase trust between the 

two interacting objects. On the other hand, an interaction that 

fails will reduce trust between the two objects. The observation 

of the history of interactions between objects can be done in 

two ways: direct and indirect, as seen in the illustration in Fig. 

8.  

In direct observation, after an object interacts to other object, 

the result is recorded either success or fail. Successful 

interaction will increase the trust value of related object with 

0.01. Unsuccessful transactions, in contrast, will result in a 

reduction in the trust value of by minus 0.01.  

 
Fig. 8. Direct and indirect evaluation based on object interaction. 

Indirect observation is calculated based on the transaction 

history between objects. When the pi object calculates the trust 

value of the pj object, pi will see the transaction history of other 

objects against pj. The transaction history of this pj object can 

be asked to the community coordinator who stores the 

transaction history of each community member object.  

 

Fig. 9. Fluctuation of the trust value (blue line) as a function of interaction 

history on an object. 

Fig. 9 shows the effect of object interaction to the trust value. 

In this experiment, the initial trust was set to 0.8 (orange line).  

In the experiment, it was simulated that an object interacted 

with another object 100 times with the outcome of each 

interaction being successful or unsuccessful, determined 

randomly. In these 100 interactions, the trust value fluctuated 

in the range of 0.76 to 0.87. The trust value of the object (blue 

line) would decrease or increase depending on the result of each 

interaction (succeed or fail) with other IoT objects. 

The method is straightforward and easy to implement. The 

trust value changes are directly tied to the outcomes of 

interactions. This simplicity offer advantages such as real-time 

responsiveness, compared to other complex algorithm, which 

requires complex processing such as in [12,2]. In addition, 

since each interaction only slightly affects the trust value, 

occasional outliers (unusual success or failure) have a limited 

impact on the overall trust level. This makes the system robust 

against sporadic anomalies.  
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3.3. Processing time evaluation  

This section delves into the outcomes of applying the trust 

computation algorithm on a variety of IoT devices. The 

emphasis of the examination is on determining the time it takes 

for the proposed trust algorithm to run on different IoT devices. 

This is crucial due to the wide range of IoT devices, each with 

its own unique computational abilities. 

This evaluation is important since IoT devices typically 

feature limited computational resources, including lower 

processing power, memory, and battery life. Evaluating the 

execution time helps to ensure that the algorithms can run 

efficiently without depleting these limited resources, thereby 

extending device longevity and maintaining functionality.  

The simulation involved 10 nodes within a single IoT 

community. The weighting factors α, and β were all assigned the 

same value of 0.5. This implied that in this experiment, we 

assumed an equal contribution from both QoS trust and social 

trust. The experiment was conducted on four different IoT 

devices including desktop PC, laptop, and raspberry as 

described in Table 5. We selected devices with varying 

specifications to evaluate the performance of the model across 

diverse IoT devices.  Each measurement was performed ten 

times, after which we computed the mean value and deviation 

of the processing time. 

Table 5. Processing time on different devices.  

Device Type Device Type 
Mean 

(millisecond) 

Std Dev 

(millisecond) 

Desktop PC-1 Desktop PC, Intel Core 

Duo 2,93 GHz, 4 GB 

RAM, Windows 10 

33.10 3.94 

Laptop PC-2 Laptop PC, Intel I7, 8 GB 

RAM, 

Windows 10 

30.13 2.38 

Tablet PC-3 Tablet PC, Intel Core I7-

8550U, 1,8 GHz, 16 GB 

RAM, Windows 11 

21.42 3.29 

Raspi-4B Raspi with ARMv7 

processor, 8 GB RAM, 

Raspbian OS 

128.66 9.91 

 

Fig. 10. Processing time of proposed model in several type of devices 

Table 5 showcases the algorithm's execution time across 

various devices. From the results, it is evident that PC-3 was 

found as the most efficient device in terms of processing time 

for the proposed trust algorithm, clocking the fastest average 

time of 21.42 milliseconds. This aligns with the fact that Tablet 

PC-3 boasts the highest hardware profile. Despite having 

higher RAM, PC-2's execution time is nearly identical to that 

of PC-1 with times of 30.1 and 33.1 milliseconds respectively. 

The Raspberry device recorded the longest execution time, 

clocking in at 128.6 milliseconds. This was understandable, 

given that the Raspberry device's computing capabilities are 

more limited compared to a desktop PC. The execution times 

observed in the experiment is visualized in Fig. 10.  

This result underscored the importance of considering device 

capabilities in IoT applications, especially for trust-based 

security algorithms. Future work should explore optimization 

techniques to improve algorithm efficiency on lower-end 

devices like the Raspberry Pi. 

3.4. Key features of QS-trust model 

 The proposed QS-Trust model provides trust evaluation 

framework for IoT devices, as discussed, combines both QoS 

and social parameter involving computing power, memory 

capacity, centrality, and interaction history to provide a robust 

and comprehensive trust score assessment. This approach 

ensures that decisions about device reliability and security are 

based on multiple parameters, offering a more nuanced view 

than traditional binary or coarse-grained models.  

3.4.1. Decentralized trust management 

IoT Ecosystem and Community Structure: The QS-Trust 

model divides the larger IoT ecosystem into smaller, 

manageable IoT communities. Each community handles local 

trust evaluations, reducing the complexity and improving the 

scalability of trust management. 

Localized Trust Calculations: By evaluating trust within 

smaller communities, the model can quickly adapt to changes, 

as each community can autonomously update trust levels based 

on local interactions. 

3.4.2. Multi-factor trust evaluation 

Comprehensive Trust Metrics: QS-Trust incorporates 

multiple factors such as computing power, memory capacity, 

centrality, and interaction history, which provide a detailed 

assessment of a device's capabilities and its role in the network. 

Dynamic Adjustment: Trust scores are continually updated 

based on real-time performance and interactions, ensuring that 

the trust evaluation remains accurate as devices join or leave. 

This approach is also used in [12,21]. 

3.4.3. Centrality and context awareness 

Dynamic Centrality Adjustment: The centrality score, which 

reflects the device's importance and connectivity within the 

network, is dynamically adjusted. This allows the network to 

quickly recognize and adapt to changes in the device's role. 

This method is also utilized in [25]. 
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Context-Specific Trust Evaluations: Trust assessments can 

be tailored to the specific context of each community, allowing 

for more precise and relevant evaluations that can quickly 

adjust to the dynamic nature of the network. 

4. Conclusion 

This study introduces QS-Trust, a security model for IoT 

based on trust, aimed at establishing a secure IoT ecosystem. 

The model considers both the quality of service (QoS) and 

social parameters to determine the trust value of an object. The 

QoS parameters used in trust assessment are device resources, 

namely memory capacity and processing capability. 

Meanwhile, the social parameters involved in this research 

were friendship relations and interaction history between IoT 

objects. The QS-Trust model effectively addressed the 

challenges of maintaining accurate and up-to-date trust levels 

in dynamic IoT environments through its decentralized 

approach, multi-factor evaluations, and adaptive algorithms. 

By continuously monitoring device performance and 

interactions, and dynamically adjusting trust scores, QS-Trust 

ensured that the network remained secure, reliable, and capable 

of adapting to frequent changes. 

The execution time of QS-Trust was in the range of 21 to 

128 milliseconds, which is efficient for real-time IoT system. 

QS-Trust offers a promising solution for securing the IoT 

ecosystem. Future research will focus on developing a 

framework for implementing the proposed model, mitigating 

security disturbances related to trust, and increasing data 

privacy of IoT objects. 
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